
MIT Sloan

TESTIMONY

Committee on Energy and Commerce:
Subcommittee on Commerce, Manufacturing and

Trade, U.S. House of Representatives

Internet Privacy: The Impact and
Burden of EU Regulation

Catherine Tucker

September 15, 2011



Executive Summary

Currently the US is deliberating whether there is a need for privacy regulations governing

internet commerce, and if there is a need, what form it should take. This is a tricky issue:

There are risks to consumers if companies have unfettered access to consumers’ data, but

there is also a risk that strict regulations could damage the ability of internet firms to

support free services through advertising. Given this delicate balance, it makes sense to try

to understand the effects that privacy regulation has had in other countries.

My testimony will describe research I have carried out about how attempts by the Euro-

pean Union (EU) to protect privacy online has affected the performance of online advertising.

I discuss three major findings of my empirical research:

(i) The EU’s e-Privacy Directive was associated with a 65% decrease in the effectiveness

of online advertising for the advertisers I studied.

(ii) The negative impact was not equal across websites. Ads on websites devoted to com-

mercial product categories (such as travel and baby websites) were not affected. Ads

on websites that had less commercial content such as news websites were most affected

as they needed external consumer data to target ads effectively.

(iii) The negative impact was not equal across ads. Ads that were flashy and obtrusive

(such as ads that float over the webpage) were not affected. The ads that were affected

were plain and unobtrusive small banner ads whose appeal depended on them being

informative to their audience.

This is only one consequence of regulation, and there may have been other consequences to

firms and consumers. However, on the basis of this evidence, it is reasonable to say that

privacy regulation could have sizable effects for the advertising-supported internet. Crucially,

the burden that regulation imposes on websites and advertisers will not be uniform. Instead,

the burden will be borne most by websites that have content that is not obviously commercial

and advertisers who use less visually arresting advertising.
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Consumer internet data is at the core of internet advertising but this raises

privacy concerns.

Chairman Bono Mack, Ranking Member Butterfield, and Members of the Subcommittee:

I was honored to receive the invitation to appear before you today to discuss the topic of

‘Internet Privacy: The Impact and Burden of EU Regulation’

My name is Catherine Tucker, and I am the Douglas Drane Career Development Professor

in IT and Management and Associate Professor of Marketing at MIT Sloan. My remarks

concern research that I have carried out into the effects of regulation designed to protect

consumer privacy on the internet in Europe.

This research matters because the US is contemplating moving away from the current

system of industry self-governance, toward a more regulation-based model.

There are evident risks to consumers if companies have unfettered access to their data

and firms do not have to be transparent about how they use this data and with whom they

share it. However, nobody wants strong regulations to lead to adverse or unintended effects

either. The advertising-supported internet is a huge and still rapidly growing engine of

innovation, and represents a significant part of most users’ internet experience. However, a

policy issue arises because at the heart of this industry is the detailed collection, parsing, and

analysis of consumer data, often without consumers’ consent or knowledge. This data allows

firms to target their advertising to specific groups who might be most interested in their

advertising. This data also allows firms to measure how well the advertising then performs

as they track the subsequent behavior of users who were exposed to an ad (Goldfarb and

Tucker, 2011a). Data on the online behavior of consumers has allowed companies to deliver

online advertising in an extraordinarily precise fashion. For example, a Cadillac dealership

can target advertising so that their ads are shown only to people who have been recently

browsing high-end cars on car websites. Such behavioral targeting has obvious benefits
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to advertisers because fewer ad impressions are wasted. Instead, advertisers focus their

resources on the consumers most likely to be interested in the ads. For consumers, however,

ads that are behaviorally targeted can appear unauthorized and even creepy.

Therefore, policymaking in the area of privacy regulation needs to be careful and fulfil

the twin aims of protecting consumer privacy and ensuring that the advertising-supported

internet continues to thrive.

Given these aims, it makes sense to look and consider the outcome of other countries’

attempts at privacy regulation. I want to discuss a research paper that I wrote (jointly

with Avi Goldfarb from the University of Toronto) that studies how the European e-Privacy

Directive affected advertising performance. This study was published in January in 2011

in Management Science, which is a top journal in my field (Goldfarb and Tucker, 2011c).1

A summary was also published in the Communications of the ACM (Goldfarb and Tucker,

2011b).

I use extensive data to study the effects of the European e-Privacy Directive.

I examined the effect of the EU ‘Privacy and Electronic Communications Directive’ (2002/58/EC–

sometimes known as the ‘e-Privacy Directive’) on online advertising in Europe. Specifically,

I looked at how user response to advertising changed in Europe after the Directive came into

place relative to changes in user response to advertising in the US and elsewhere.

Several provisions of the Privacy Directive limited the ability of companies to track user

behavior on the internet and therefore limited the ability of these companies to use this data

to target advertising (Baumer et al., 2004). These changes put certain roadblocks in the way

of the ability of the Cadillac dealership, in my earlier example, to collect and use data about

consumers’ browsing behavior on other websites.

1The FTC Staff Report on ”Protecting Consumer Privacy in an Era of Rapid Change: A Proposed
Framework for Businesses and Policymakers quotes my paper on page D-5 as providing some evidence about
potentially negative consequences for advertising revenues of privacy regulation affecting online advertising.
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The interpretation of this e-Privacy Directive has been somewhat controversial and un-

clear as it relates to behavioral targeting. For example, it is not clear whether the provision,

which requires companies that use invisible online tracking devices to use them only with the

‘knowledge’ of consumers, means that companies need explicitly to obtain opt-in consent.

This is one of the reasons why, in the recent ‘Telecoms Reform Package,’ the EU amended the

current regulation to require a user’s explicit consent before placing a cookie on a computer.

Hence my analysis reflects both the actual provisions of the original Directive and business

responses when there is ambiguity over how privacy regulation should be interpreted.

To measure online advertising effectiveness, I use a large amount of data from a marketing

research company that ran various tests of online display ads across the world over 8 years.

The research company developed a straightforward methodology named an ‘a/b’ test that

permitted comparison of different advertising campaigns over time in order to allow advertis-

ers to benchmark the effectiveness of different ads. In this ‘a/b’ test, some randomly selected

people were exposed to the ad for a certain product, while others were simply exposed to a

placebo ad, usually for a charity. The market research firm then surveyed both groups about

their likelihood of purchasing the advertised product. This allows a clean measurement of

the effect of the ad: Because these people are randomly selected, any increase in expressed

purchase intent towards the product for the group exposed to the ad relative to those who

were not exposed can be attributed to advertising. I use data on 3.3 million of these survey

responses for 9,596 different online display advertising campaigns conducted on hundreds of

different websites across many countries.

I find that privacy protection reduced advertising performance by 65%.

In Europe, after privacy protection was enacted, the difference in stated purchase intent

between those who were exposed to ads and those who were not dropped by approximately

65 percent. There was no such change for ad effectiveness for countries outside the EU. In
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other words, online advertising became much less effective in Europe relative to elsewhere

after the regulation was enacted.

One possible explanation for this result is that my estimates reflect a change in attitudes

among Europeans towards targeted advertising, rather than something that can be causally

attributed to how the change in law affected websites. To examine this possibility, I looked

at the behavior of Europeans on non-European websites and of non-Europeans on European

websites. I found no drop in ad effectiveness for Europeans browsing non-European websites

and a substantial drop in advertising effectiveness for non-Europeans browsing European

websites. The drop I measured does not appear to be simply a result of changing consumer

attitudes in Europe. Instead, it suggests that, coincident with the timing of the enactment

of European privacy regulation, advertising at websites in Europe became less effective.

The negative effects of regulation were not uniform.

The 65 percent drop in effectiveness was driven by two types of ads:

(I) Ads that were placed on websites whose content did not relate obviously to any com-

mercial product, for example, CNN.com and Dictionary.com

(II) Ads that were small and did not rely on striking ad design to gain attention

The following ads were not adversely affected by regulation

(I) Ads that were placed on websites that had content that was easily relatable to demand

for a group of products, such as tripadvisor.com or babycenter.com

(II) Ads that were large or that had rich-media features that were designed to gain atten-

tion

This makes it likely that the adverse effect of any regulation is not uniform. Instead,

the adverse effect will be borne most by websites that are, in a sense, less commercialized
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- that is, websites that have content that is not easy to match with a product category

and advertisers that have so far shunned ‘highly visual’ advertising. In the long run, it

seems likely that regulation could lead to incentives for websites to switch to content that

is more easily matched to products (as they cannot use behavioral targeting techniques to

match a consumer to a product) and for advertisers to use more highly visual and potentially

distracting ads.

There are other approaches to privacy regulation

There are potential effects (both positive and negative) of regulation that I do not study.

(a) Whether there were additional negative effects for advertisers because they were less

able to measure the efficacy of online campaigns using customer browsing data.

(b) How consumers benefited.

(c) How many consumers were aware of the nature of the regulation.

(d) The campaigns I study are representative of those launched by large firms who had the

resources to place ads on individual websites. I do not know how privacy regulation

affected smaller firms or advertising networks.

(e) I do not know whether the change in advertising effectiveness affected advertising rev-

enues. Theoretically this would depend heavily on substitution patterns between on-

line and offline media. If websites are forced to reduced prices to reflect the drop in

effectiveness to prevent advertisers from switching to other advertising markets, then

advertising-supported internet sites will bear the burden of regulation. If advertisers

are unwilling to switch, they will simply have to pay more to achieve the same level of

effectiveness as before.
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This might suggest the US needs alternative approaches to privacy regulation.

In their recent set of proposals (FTC, 2010), the Federal Trade Commission made the fol-

lowing proposal:

The most practical method of providing such universal choice would likely in-

volve the placement of a persistent setting, similar to a cookie, on the consumer’s

browser signaling the consumer’s choices about being tracked and receiving tar-

geted ads. Commission staff supports this approach, sometimes referred to as

‘Do Not Track.’

Obviously this persistent ‘opt-out’ is a different approach from the EU regulation that I

study. However, my estimates do suggest that one could reasonably expect a large drop in

advertising effectiveness for consumers who do choose to opt-out of targeting. Therefore, the

likely effects of the proposed regulation depend on the number of consumers who ultimately

choose to opt-out.

Crucially, the empirical findings of this paper suggest that any decline in advertising

effectiveness that results from the new regulation will not be borne equally by all websites,

and that the costs should be weighed against the benefits to consumers. In the long run,

this may change the kind of websites and firms that prosper on the advertising-supported

internet. My results also suggest that advertisers may move towards more visually arresting

types of advertising in order to compensate for their inability to target.

The precise form of the new regulation will matter. Extensive efforts should be taken

to collect data and encourage research that illuminates the burden that different forms of

privacy regulation would impose on advertisers, consumers and websites. In particular, it

would be attractive to test out elements of a ‘do not track technology’ that would encourage

consumer choice regarding their privacy. This is because my own research indicates that some
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forms of consumer choices regarding their privacy can actually improve the performance of

advertising.

In another paper Tucker (2011), I present evidence that after Facebook introduced its

new privacy settings that allowed more control over personally identifiable information click-

through rates for personalized advertising actually increased. This suggests that if consumers

are given choices over how advertising is geared to them, there can actually be an improve-

ment in performance. However, I want to emphasize that this is only one study, and that

far more research is needed to determine how the US can both protect consumers’ privacy

and the advertising-supported internet.

Thank-you for the opportunity to share these thoughts and I look forward to

answering your questions.
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