
FRED UPTON, M ICHIGAN 

CHAIRMAN 

Mr. Andrea Vaccari 

ONE HUNDRED TWELFTH CON GRE SS 

HENRY A . WAXMAN, CALI FORN IA 

RANK ING MEMBER 

(!Congress of tbe Wniteb $tates 
J!,louse of l\epresentatibes 

COMMITIEE ON ENERGY AND COMMERCE 
2125 R AYBURN H OUSE O FFICE B UILDING 

W ASHINGTON, DC 20515- 6115 

Majority (202) 225-2927 
M inority (202) 225- 3641 

March 22, 201 2 

Co-founder and Chief Exective Officer, Glancee, Inc. 
Via email to info@glancee.com 

Dear Mr. Vaccari: 

Last month , a developer of applications (Happs") for Apple's mobile devices discovered 
that the social networking app Path was accessing and co llecting the contents of hi s iPhone 
address book without having asked for hi s consent. I Following the reports about Path, 
developers and members of the press ran their own small-scale tests of the code for other popular 
apps for Apple's mobile devices to determine which were accessing address book info rmation2 

Around thi s time, tlu'ee other apps released new versions to include a prompt asking fo r users' 
consent before access ing the address book] In addition, concerns were subsequently raised 
about the manner in which apps can access photographs on Apple's mobile devices.4 

We are writing to you because we want to betler understand the information co llection 
and use policies and practices of apps for Apple's mobile devices with a social element. We 
request that you respond to the fo llowing questions regarding the Glancee app: 

I Arun Thampi , Path Uploads Yo ur Entire iPhone Address Book to Its Servers, mclov.in (Feb. 8, 
201 2) (available at www.mclov.inl20 12/02/08/path-uploads-your-entire-address-book-to-their­
servers.htm l). 
2 See, e.g., Dieter Bolm, iDS Apps and the Address Book: Who Has Your Data, and How 
They're Gelling It , The Verge (Feb. 14,201 2) (available at 
www.theverge.comI20 12/21 14/2798008/ios-apps-and-the-address-book -what -you-need-to­
know); Matthew Panzarino, What iDS Apps Are Grabbing Your Data, Why They Do It and What 
Should Be Done, The Next Web (Feb. 15,20 12) (available at 
www.thenextweb.com/insider/20 12/02/15/what-ios-apps-are-grabbing-your-data-why-they-do-it­
and-what-should-be-done/); Jennifer Van Grove, Your Address Book is Mine: Many iPhone 
Apps Take Your Data, VentureBeat (Feb. 14,201 2) (ava ilab le at 
www.venturebeat. com/20 12/021 14/iphone-address-bookl) . 
J Id. 
4 Nick Bilton, Apple Loophole Gives Developers Access to Photos, The New York Times (Feb. 
28,201 2) (ava ilable at www. bits. blogs.nytimes.com/20 12/02/28/tk-ios-gives-developers-access­
to-photos-videos-Iocationl), 
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( I) TIU"ough the end of February 20 12, how many times was your iOS app down loaded 
li'Dln Apple's App Store? 

(2) Did yo u have a privacy poli cy in place fo r yo ur iOS app at the end of February 
20 12? If so, please tell us when yo ur iOS app was first made ava il able in Apple's 
App Store and when yo u first had a privacy poli cy in place, In addition, please 
describe how that po li cy is made ava ilable to your app users and please prov ide a 
copy of the most recent poli cy. 

(3) Has your iOS app at any time transmitted information fro m or abo ut a user's 
add ress book? Ifso , which fi e lds? Also, please descri be all measures take n to 
protec t or secure that informati on during transmiss ion and the peri ods of time 
during which those measures were in effect. 

(4) Have you at any time stored in fo rmati on fi'om or about a user' s address book? If 
so, which fi eld? Also, please describe all measures taken to protect or secure that 
info rmation during storage and the peri ods o f time during which those measures 
were in e ffect. 

(5) At any time, has your iOS app transmitted or have yo u stored any other informat ion 
from or about a user's dev ice - includ ing, but not limited to, the user' s phone 
number, emai l account informat ion, ca lendar, photo gallery, WiFi connec ti on log, 
the Unique Device Identifier (UDID), a Media Access Contro l (MAC) add ress, or 
any other ident ifier unique to a specific device? 

(6) To the extent you store any address book information or any of the informati on in 
question 5, please descri be all purposes for which you store or use that informati on, 
the length of ti me fo r which you keep it , and your poli cies regarding sharing of that 
information. 

(7) To the extent you transmit or store any address book informati on or any of the 
informati on in questi on 5, please descri be all noti ces deli vered to users on the 
mobile device screen about your co llecti on and use practi ces both prior to and aner 
February 8, 20 12. 

(8) The iOS Developer Program License Agreement detailing the ob ligations and 
respons ibi liti es of app developers reportedl y states that a developer and its 
applications " may not co ll ect user or device data without prior lI se r consent , and 
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then onl y to provide a service or function that is directl y rel evant to the use of the 
Application, or to serve advertising."; 

(a) Please describe all data avai lable from Apple mobile devices that you 
understand to be user data requiring prior consent from the user to be 
co llected . 

(b) Please describe all data available from Apple mobile dev ices that yo u 
understand to be device data requiring prior consent from the user to be 
co llected. 

(c) Please describe all services or func tions for which user or device data is 
directl y relevant to the use of your application. 

(9) Please li st all industry self-regulatory organizations to which you belong. 

Please provide the informati on requested in writing no later than April 12,20 12. If you 
have any questions regarding this request, contact Felipe Mendoza with the Energy and 
Commerce Committee staff at 202-226-3400. 

Sincerely, 

b.~:::r-
Ranking Member 

; John Paczkowski, Apple: App Access 10 Conlacl Dala Will Require Explicil User Permission, 
All Things 0 (Feb. 15,20 12) (available at www.a llthingsd. com/20 120215/apple-app-access-to­
con tact -da ta -wi 11-req ui re-ex p Ii cit -user-penn i ss i 0 n/). 


