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Cupertino, CA 950 14 

Dear Mr. Cook: 

Last month, a developer of applications ("apps") for Apple' s mobi le devices discovered 
that the social networking app Path was accessing and collecting the contents of hi s iPhone 
address book without having asked fo r hi s consenL I Following the reports abo ut Path, 
developers and members of the press ran their own small-scale tests of the code for other popular 
apps for Apple's mobile devices to determine which were accessing address book informat ion2 

Around this time, three other apps released new versions to include a prompt asking for users' 
consent before access ing the address book 3 In addition, concems were subsequently raised 
about the manner in which apps can access photographs on Apple' s mobi le devices.4 

1 Arun Thampi, Palh Uploads Your Enlire iPhone Address Book 10 lIs Servers, mclov.in (Feb. 8, 
20 12) (available at www.mc1ov.in/20 12/02/08/path-uploads-your-entire-address-book-to-their
servers.html). 

2 See, e.g. , Dieter Bolm, iOS Apps and Ihe Address Book: Who Has Your Dala, and How 
They're Gelling 11 , The Verge (Feb. 14,20 12) (available at 
www.theverge.com/20 12/2/ 14/2798008/ios-apps-and-the-address-book -what -you-need-to
know); Matthew Panzarino, Whal iOS Apps Are Grabbing Your Dala, Why They Do 11 and Whal 
Should Be Done, The Next Web (Feb. 15,2012) (available at 
www. thenextweb.com/insider/20 I 2/02/1 5/what -ios-apps-are-grabbing-your-data-wh y-they-do-i t
and-what-shollid-be-done/); Jenni fe r Van Grove, YOllr Address Book is Mine: Many iPhone 
Apps Take Your Data, VentllreBeat (Feb. 14,2012) (ava ilable at 
www.ventllrebeaLcom/20 12/02/141i phone-address-bookl). 

J Id. 

4 Nick Bilton, Apple Loophole Gives Developers Access 10 PhOIOS, The New York Times (Feb. 
28,201 2) (avai lable at www.bits.blogs.nytimes.com/20 12/02/28/tk-ios-gives-deve lopers-access
to-photos-videos- Iocation/). 
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We are writing to you because we want to better understand the informati on co llection 
and use poli cies and practices of apps la r Apple's mobi le devices with a soc ial element. "\Ie 
request that you respond to the foll owing questi ons regarding the Find My Fri ends app: 

( I) Through the end o f February 20 12, how many times was yo ur iOS app down loaded 
from App le's App Store? 

(2) Did you have a privacy policy in place fo r yo ur iOS app at the end o f February 
20 12? lf so, please tell us when your iOS app was first made ava ilable in Apple's 
App Store and when you first had a privacy policy in place. In addition, please 
describe how that policy is made ava ilable to yo ur app users and please provide a 
copy of the most recent poli cy. 

(3) Has your iOS app at any time transmi tted information li'om or about a user' s 
address book? Ifso , which fi elds? Also, please descri be all measures taken to 
protect or secure that informati on during transmission and the peri ods o f time 
during which those measures we re in effect. 

(4) I-lave you al any time stored information from or about a user ' s address book? If 
so, which fi e ld? Also, please desc ribe all measures taken to protec t or secure that 
information during storage and the peri ods of time during which those measures 
we re in effect. 

(5) At any time, has your iOS app transmitted or have yo u sto red any other informati on 
from or about a user 's device - including. but not limited to, the user' s phone 
number, emai l account informat ion, calendar, photo ga ll ery. WiFi connecti on log, 
the Unique Device Identifier (U DID), a Media Access Control (MAC) address, or 
any other identifier unique to a spec ili c device? 

(6) To the extent you store any address book information or any of the information in 
question 5, please describe all purposes for which yo u store or use that informatio n, 
the length of time for which yo u keep it , and your policies regarding sharing or that 
information. 

(7) To the extent you transmit or store any address book information or any of the 
information in questi on 5, please desc ri be a ll noti ces de live red to use rs on the 
mobile de vice screen about yo ur co ll ection and use prac ti ces both prior to and after 
February 8, 20 12. 

(8) The iOS Developer Program License Agreement detailing the obli gat ions and 
responsibilities of app deve lopers reportedl y states that a de veloper and its 
applications ··may not co ll ect user or dev ice data without prior user consent , and 
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then only to provide a service or function that is directl y relevant to the use of the 
Applicati on, or to serve adverti sing."; 

(a) Please describe all data avail able from Apple mobile dev ices that you 
understand to be user data requiring prior consent from the user to be 
collected. 

(b) Please describe all data available from Apple mobile dev ices that yo u 
understand to be device data requiring prior consent fro m the user to be 
collected . 

(c) Please describe all services or functions for which user or device data is 
directl y relevant to the use of your application. 

(9) Please li st all industry self-regulatory organi zations to which you be long. 

Please provide the info rmation requested in writing no later than April 12, 201 2. If yo u 
have any questions regarding thi s request, contact Feli pe Mendoza with the Energy and 
Commerce Committee staff at 202-226-3400. 

Sincerely, 

~G.~ 
Henry A. Waxman 
Ranking Member '!king Member 

Subcommittee on Commerce, 
Manufacturing, and Trade 

5 Jolm Paczkowski , Apple: App Access 10 Conlacl Dala Will Require Explicil User Permission, 
A ll Things 0 (Feb. 15, 201 2) (availab le at www.a llthingsd.com/20 1202 IS/apple-app-access-to
contact -da ta -wi 11-req ui re-ex p I i cit-user -perm i ss i 0 n/ ). 


