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The {Chairman.} The committee will please come to
order.

Today the committee iIs meeting to consider two bills:
H.R. 2221, the Data Accountability and Trust Act; H.R. 1319,
the Informed P2P User Act. A third bill that was initially
on the agenda, H.R. 2190, the Mercury Pollution Reduction
Act, will not be considered today. It was taken off the
agenda so that members could have additional time to discuss
issues related to the bill before marking it up.

The first bill we will be considering today i1s H.R.
2221, the Data Accountability and Trust Act. Despite
increased attention to data security and identity theft over
the past several years, data breaches continue to occur at an
alarming and an unacceptable rate. To help stem the tide of
security breaches and help American consumers detect and
prevent identity theft, this bill requires companies to
implement reasonable and appropriate safeguards to secure
personal information and to provide notice to individuals
when such information is compromised. This bipartisan bill
originally was introduced in the 109th Congress by
Representative Stearns, who was then chairman of the
Subcommittee on Commerce, Trade, and Consumer Protection. It

was introduced in this Congress by Subcommittee Chairman



64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

Rush. 1 will be introducing a bipartisan Manager®s Amendment
in the nature of a substitute that makes a number of
substantive changes to H.R. 2221, which 1 will explain in
more detail upon introduction.

The second bill we will be considering today is H.R.
1319, the Informed P2P User Act. This also was a bipartisan
bill. We are all too familiar with the dangers of
inadvertent sharing of sensitive information through the use
or misuse of certain file-sharing programs. Tax returns,
medical files and even classified government documents have
been found on these networks. The purpose of H.R. 1319 is to
reduce the i1nadvertent disclosures of sensitive information
by making the users of this software more aware of the risks
involved. This important bill was introduced by
Representative Bono Mack along with Ranking Member Barton and
Representative Barrow. As with the previous bill, I will be
introducing a bipartisan Manager®s Amendment in the nature of
a substitute. 1 urge my colleagues to support these bills
and 1 look forward to further discussion of them in the
markup.

[The prepared statement of Mr. Waxman follows:]
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The {Chairman.} Mr. Blunt.

Mr. {Blunt.} Thank you, Mr. Chairman. 1 think I will
waive my opening statement and with your approval we will go
to our Subcommittee Chairman on Telecom, Mr. Stearns.

[The prepared statement of Mr. Blunt follows:]
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The {Chairman.} Mr. Stearns iIs recognized.

Mr. {Stearns.} Thank you, Mr. Chairman. 1 thank my
colleague, Mr. Blunt.

I think we are all very pleased to be here this morning,
and this new bill, the Data Accountability and Trust Act,
DATA, H.R. 2221, is a very good bill. As Mr. Waxman
mentioned, Chairman Waxman mentioned, 1 held two hearings on
identity theft and security breaches involving personal
information and of course these hearings led me to introduce
the Data Accountability and Trust Act of 2005. My bill,
which 1s 1dentical to the bill Chairman Rush has introduced
this Congress, was reported out of the full committee by
unanimous vote in the 109th Congress, so | hope, my
colleagues, that you will all support it in the same way that
you gave to me and my bill in the 109th Congress.

I would like to thank Chairman Rush for his leadership
in reintroducing the DATA bill, and I am pleased the bill has
progressed through our committee in a strong bipartisan. |
thank the chairman for his efforts in the bipartisan
Manager®s Amendment that he will offer today, which makes a
few important changes and I think clarifies certain affected
entities and 1t is all for the good, so with that, Mr.

Chairman, 1 yield back.



115 [The prepared statement of Mr. Stearns follows:]
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The {Chairman.} Thank you very much, Mr. Stearns.

The chair will now recognize members who wish to make an
opening statement. Except for the chairman of the full
committee and the ranking member and the chairman of the
subcommittee and the ranking member, 1 would like to
recognize members for 1 minute for an opening statement. Who
seeks recognition? Mr. Inslee.

Mr. {Inslee.} Thank you, Mr. Chair. Thanks for holding
this markup. We all know how important this issue is. |1
just want to say that 1 think we do have some more work to do
to make sure that we do protect legitimate peer-to-peer
usage. You know, this is obviously a rapidly changing
technology. | think the bill today as i1t stands would
unintentionally perhaps cover some commercial products that
have significant value that will be In everyday use and 1
hope that we will have an opportunity for some further work
in improving the bill to make sure that we don"t
unintentionally sweep up In any probative language peer-to-
peer filing that has legitimate value both economically and
for consumers, and 1 look forward to working with you, Mr.
Chair, before we get to the Floor to make those improvements.
Thank you very much.

[The prepared statement of Mr. Inslee follows:]
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The {Chairman.} Thank you very much, Mr. Inslee.

On the Republican side, members wish to be--Mr.
Radanovich.

Mr. {Radanovich.} Mr. Chairman, thank you very much.
Today we will consider two bills that 1 intend to support.
The H.R. 2221, the Data Accountability and Trust Act,
represents the committee®s bipartisan effort dating back to
the 109th Congress to address data breach problems at the
federal level. This legislation balances requirements
Congress recognized starting back in 2005. first, i1t sets a
federal standard for business to protect sensitive personal
information it maintains, and second, it requires
notification to customers when their data has been breached,
and finally, i1t provides consumers with some tools to help
mitigate the problems that might arise from the data being
used.

We will consider also an amendment the chairman will
offer that has been worked on In a bipartisan manner and that
makes further changes based on comments we have received from
stakeholders since the subcommittee markup, and I intend to
support that as well.

I want to add one comment for consideration. The

jurisdiction of the FTC does not extend to nonprofits or
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educational institutions. Unfortunately, that means this
legislation before us will not cover a substantial source of
data breaches. Many colleges and universities have been
hacked or had computers stolen. They are repositories of
volumes of personal data about the current and former
students. Consumers want to know that their data i1s safe
regardless of the entity that holds it. |1 hope that we can
work with other committees toward filling the gap as this
legislation moves forward.

Turning to H.R. 1319, 1 want to echo Ranking Member
Barton®s remarks about the committee process because we
worked closely with the majority, the cosponsors and the
industry and consumer groups to get the technical issues
taken care of. We agreed by bypassing subcommittee in this
rare case as being acceptable. 1 want to recognize Ms. Bono
Mack®s leadership on digital security over the years. The
legislation we are considering today to prevent inadvertent
file sharing and peer-to-peer networks Is an Important step
in giving consumers more tools to protect their sensitive
information. Informing consumers and allowing them to make
an educated choice is a framework that we can all stand
behind, and that is exactly what this bill does. Ms. Bono
Mack brought her attention to this issue iIn the previous

Congress, introducing an earlier version of the bill. File-
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sharing software has many legitimate and important uses but
it can present potential privacy and security issues as
evidenced by multiple instances of inadvertent sharing of
sensitive fFiles across peer-to-peer networks in the past
year. However, not only have many thousands of personal
financial and health records been found on these networks but
the schematics of Marine One were discovered on a P2P server
in Iran. These are clearly not legitimate uses. The problem
of inadvertent sharing iIs exacerbated by the actual
architecture of the programs. It is often unclear to a user
what files may be open to others on the network and it can be
difficult to change settings to prevent 1t. Now with the
help of stakeholders 1 believe that we have carefully
tailored this bill to address this problem without doing
damage to the P2P software or discouraging innovation in this
space. | commend all those involved and I am glad that we
are moving forward on this legislation. As a father, I am
glad to support the bill because 1t improves our children®s
safety in a digital world.

Finally, Mr. Chairman, 1 understand that the bill H.R.
2190, the Mercury Pollution Reduction Act, was pulled, and 1
appreciate the concern of the chairman but look forward to--
we have got a number of amendments and such--look forward to

further consideration on a markup down the road on this bill.
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212 Thank you, Mr. Chairman, and 1 yield back.

213 [The prepared statement of Mr. Radanovich follows:]
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The {Chairman.} Thank you, Mr. Radanovich.

The Chair would like to now recognize the chairman of
the subcommittee, Mr. Rush, for 5 minutes.

Mr. {Rush.} 1 want to thank you, Mr. Chairman.

Today the committee is considering two bills for markup,
both of which were favorably voted out of the Subcommittee on
Commerce, Trade, and Consumer Protection on June 3, 2009.
Each of these bills has been Improved since subcommittee
markup and introduction to better protect consumers yet that
the i1ndustry is not excessively regulated. Chairman Waxman®s
Manager®s Amendment makes several changes to H.R. 2221 and to
H.R. 1319 in the nature of a substitute.

The first bill that we will take up is H.R. 2221, the
Data Accountability and Trust Act. This new bill addresses
data breaches by requiring entities holding personal
information to adopt reasonable and appropriate security
measures to protect that information and for those covered
entities to notify affected consumers in the event of a
breach bearing ~"any reasonable risk of theft, fraud or other
unlawful conduct."® First, the Manager®s Amendment makes
several deletions to requirements contained in the original
bill. Specifically, the FTC no longer will be required to

make additional findings in associated with 1ts rulemaking
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authority to prescribed candidates for destroying paper
documents containing personal information. Second, the
amendment clarifies that Congress shall deem that covered
entities which are subject to more strict or substantively
similar federal data security statutes such as the Gramm-
Leach-Bliley Act safeguards rule and the Health Insurance
Portability and Accountability Act are in compliance with the
amended bill"s data protection and notification safeguards.
Thirdly, the amendment clarifies that an exemption for fraud
databases will be extended to data brokers. It also permits
consumers to prohibit the use of their personal information
for marketing purposes in select circumstances in lieu of
access and dispute resolution. Fourth, the amendment will
now impose on covered entities a 60-day consumer notification
requirement following the discovery of a breach absent
extraordinary circumstances. Fifth, the amendment expands
consumers”®™ option for redress iIn the event of a breach by
affording consumers free credit monitoring or other services
to provide misuse of personal information as an alternative
to free credit reports. Sixth, the amendment lets authority
in the FTC to determine over time which security technologies
and methodologies would entitle covered entities using said
technologies and methodologies to a rebuttal presumption,

exempting them from section 3 requirements to provide
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262 notification to consumers in the event of a breach. If the
263 FTC or the States® attorney generals can show, however, that
264 notwithstanding the adoption of such technology there still
265 1s a reasonable risk of identity theft, fraud or unlawful
266 conduct following the data security breach, then the

267 rebuttable presumption would fail. Seventh, the amendment
268 clarifies that H.R. 2221 applies only to commercial entities
269 that are subject to FTC jurisdiction and that consumer

270 penalties cap related to state enforcement could not exceed
271  $5 million per discrete violation. Eighth, the amendment
272 preempts state data security and breach notification laws.
273 Finally, the amendment adds a new definition In section 6 of
274  the bill for ~“service provider."" It is important in that
275 these entities Tilling that definition would be exempt from
276 the bill"s section 2 security practices and policy

277 requirements and from section 3, consumer notification

278 requirements. A service provider is defined as an entity
279 that merely provides to a user transmission router,

280 intermediate and transient authority storage or connection to
281 its system or network.

282 Thank you, Mr. Chairman. 1 yield back the balance of my
283 time.

284 [The prepared statement of Mr. Rush follows:]
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The {Chairman.} Thank you, Mr. Rush.

The Republican side, who seeks recognition for an
opening statement? Ms. Bono Mack.

Ms. {Bono Mack.} Thank you, Mr. Chairman. Before 1
discuss the Informed P2P User Act, 1 would like to thank
Ranking Member Barton and Congressman Barrow for their
willingness to work together on this project. In addition, |
would like to thank legislative counsel and committee staff,
specifically, Marc Groman and Will Carty, for their
outstanding work on this bill. From the beginning, this has
been a bipartisan bill and their cooperation has been
essential.

The risks associated with file-sharing programs have
been widely reported by the media and thoroughly investigated
by Congress. Previously we have held hearings where
stakeholders made promises but the problem of i1nadvertent
file sharing persists. Normally | support offering industry
the opportunity to self-regulate but when it comes to
entities such as LimeWire, who repeatedly and clearly
disregard the consumers® interest, it is clear the time of
self-regulation has passed. Today, by passing the Informed
P2P User Act, we move closer to arming the consumer with the

information to protect themselves. While drafting this bill
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we sought to do three things: one, create a system where
users of file-sharing programs are provided with conspicuous
notice and forced to give consent prior to installation and
activation of a file-sharing program; two, require entities
who market and develop file-sharing programs to make it
reasonably simple to block or to remove these programs once
installed; and three, to not discourage the legitimate use of
file-sharing technology. With H.R. 1319, I believe we have
accomplished these goals.

My bill would require an easy-to-understand notice and
consent rule for file-sharing software. 1t is my belief that
the consumer will make the best choice when provided with
clear, easy-to-understand information. Additionally, my bill
requires entities who distribute file-sharing programs to
make it simple to prevent these file-sharing programs from
being loaded onto their computers and also easy to remove
after they are loaded onto the computer. Finally, H.R. 1319
exempts technologies like e-mail, instant message, real-time
audio or video communications and real-time voice
communications to ensure a narrow scope.

Again, | would like to thank Chairman Waxman, Ranking
Member Barton, Chairman Rush and Ranking Member Radanovich
for their leadership, and I encourage the passage of the

Informed P2P User Act. Thank you, Mr. Chairman. 1 yield
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333 back the balance of my time.

334 [The prepared statement of Ms. Bono Mack follows:]
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The {Chairman.} Thank you, Ms. Bono Mack.

Mr. Dingell.

Mr. {Dingell.} Thank you, Mr. Chairman.

I note that we will concern ourselves today with two
bills meant to improve consumer protection. This has long
been a goal of the committee®s work and you are to be praised
for carrying it forward. 1 wish to commend my dear friend,
Mr. Rush, for his fine work on H.R. 2221, the Data
Accountability and Trust Act. This important legislation
requires the Federal Trade Commission to promulgate
regulations for the Improved protection of personal
information. Countless stories of identity theft in the news
reinforce the simple necessity of H.R. 2221. This is a good
bill and it will protect consumers and ensure information
brokers are held to rigorous standards as stewards of
personal information. This bill has my wholehearted support.

The committee will also consider H.R. 1319, the Informed
P2P User Act. 1 understand my colleague Ms. Bono Mack®s
concern for preserving the individual®s right to consent to
sharing information stored on computer discs with others via
peer-to-peer fTile-sharing programs. While I believe this
bill would have been benefited by consideration by the

Subcommittee on Commerce, Trade, and Consumer Protection, 1
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applaud, however, its intent and plan to support it and would
daresay i1t would have some bearing on consideration of this
committee on the subject of behavioral advertising.

Finally, I would like to comment briefly on H.R. 2190,
which 1s not being called up this morning. |1 believe that is
important that we should reduce mercury emissions,
particularly with regard to the Nation"s Great Lakes. 1
understand that the bill has been pulled and I believe that
this is a good idea. 1 understand my colleagues from Ohio
and Georgia have legitimate concerns about the effect of this
bill and 1 believe the committee would want to Inquire as to
whether or not this legislation should be necessary or
whether it should better be considered under TOSCA as it is
or perhaps some other amendment of TOSCA.

In conclusion, 1 would note that both H.R. 2221 and H.R.
1319 would expand the authority of the FTC. This committee
has long recognized the effectiveness of this agency iIn
protecting consumers and has worked hard to see to it that
the agency has the authority necessary to carry out its
functions, and as such 1 applaud this legislation for that
reason. | hope my colleagues will bear this thought in mind
when we consider legislation to improve consumer financial
protections which 1s flitting around in other parts of the

buildings 1n which we labor.
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Thank you for your courtesy, Mr. Chairman.

the balance of my time.

I yield back

[The prepared statement of Mr. Dingell follows:]
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The {Chairman.} Thank you, Mr. Dingell.

Mr. Barton.

Mr. {Barton.} Thank you, Mr. Chairman. Before | do my
opening statement, I want to start with an apology. In the
last markup that we had on the health care amendments, you
worked with me and others to put in a transparency provision,
and I am very appreciative of that, and 1 mentioned you by
name and Mr. Green by name and Dr. Burgess by name and Mr.
Deal by name but I didn"t mention my good friend, Mr. Stupak,
by name, and Congressman Stupak has worked very hard on
transparency and worked closely with me and my staff, and 1
didn"t mention his name. | do want to apologize to him
because he has been a tiger on that issue and 1 felt very
badly that I didn®"t complement him.

On these bills, Mr. Chairman, first, let me compliment
you for pulling the mercury bill. 1 think that would have
been a long, drawn-out process had you wanted to mark the
bill up and I think It was the wise decision to remove it
from today®s markup. || won®"t say anything more about it but
I compliment you on that.

On the other two bills, we do have bipartisan
cooperation. H.R. 2221 is known at the DATA bill. This is

something that we considered In the committee in the 109th
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Congress. It is still timely because it addresses an
important problem, the breach of personal information and
notification of people who are affected so that they can take
appropriate precautions. We have worked on this issue
together i1n the past and 1 am pleased that the product before
us today is a result of those bipartisan discussions in the
past. As this bill moved through subcommittee, we did agree
on a manager"s mark containing several commonsense amendments
in response to legitimate stakeholder concerns. We also
pledged to continue working on the provisions that required
more attention. Today we have a chairman®s mark that does
represent further iImprovements based on our bipartisan work.
I think this strengthens the bill. Despite the FTC"s
aggressive enforcement efforts and increased attention on
safeguarding personal information, identity theft is still a
serious threat. This legislation will help guard against
criminals®™ malicious behavior. It establishes a national
requirement for companies to maintain enhanced security of
consumers”® personal data. Additionally, consumers will
benefit from notification in order to take swift proactive
measures to protect their identity. |1 think this is a good
bill and I hope everyone on the committee supports it.

The second bill, H.R. 1319, is a simple, straightforward

bill. For people who install peer-to-peer software, they
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should be made aware of what it does. P2P technology allows
for easy sharing of files between users but it can also
facilitate accidental sharing of personal files. Despite
some effort by some in the industry, there has been no
consensus solution developed to address the problem. H.R.
1319 establishes a clear choice of notice and consent regime.
It requires P2P to be accompanied by notice that a human
being of average intelligence can read and actually
understand. That means me, Mr. Chairman. This notice will
explain how the software makes a user®s files available to
other users. It requires consent prior to the download,
installation and activation. The legislation makes unlawful
the deceitful practice of forcing the installation of P2P or
preventing its removal. Given the state of the industry and
the many reports of identity theft and security breaches, 1
hope that we pass this bill.

I want to commend Congresswoman Bono Mack for bringing
this i1ssue to our attention. |1 want to thank you, Mr.
Chairman, and Subcommittee Chairman Rush, for your
bipartisanship in this effort. 1 want to thank all the
stakeholders who have worked very closely with our various
staffs to solve the complicated technical issues.

I also have to make some comment no the process.

Everybody here knows how much 1 love the reliable value of
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regular order in nearly everything that we do on the
committee but there are some exceptions for every rule.
Today we have before us that reasonable exception. Given the
complex technical issues I have already mentioned, we made a
bipartisan decision, and I want to emphasize that,
bipartisan, 1 was a part of 1t, to bypass the subcommittee
markup while we worked collaboratively to get this bill
right. 1 want to thank the other cosponsors for facilitating
the process.

wWith that, Mr. Chairman, 1 look forward to the markup
and | yield back the balance of my time.

[The prepared statement of Mr. Barton follows:]
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The {Chairman.} Thank you, Mr. Barton.

Who seeks recognition on the Democratic side? Mr.
Matheson.

Mr. {Matheson.} Thank you, Mr. Chairman. 1 do want to
really thank the committee staff, particularly Marc Groman of
your staff, for working with my office to help improve H.R.
2221, the DATA Act. Everyone here knows data security is a
very important issue, which is why I have worked to ensure
the legislation protects consumers and does not needlessly
complicate enforcement and compliance with the law. And, Mr.
Chairman, I want to thank you on the Manager®s Amendment. |
think the amendment in the nature of a substitute has made
good improvements on the original legislation. |1 hope we can
continue to work on the bill as it moves to the Floor in
order to minimize any potential duplicative or inconsistent
regulation and, again, Mr. Chairman, 1 just want to thank you
for working with me. You and your staff have been very
helpful. 1 will yield back.

[The prepared statement of Mr. Matheson follows:]
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The {Chairman.} Thank you very much, Mr. Matheson.

On the Republican side, recognition for an opening
statement? Mr. Gingrey.

Mr. {Gingrey.} Mr. Chairman, | want to thank you for
calling the markup today on two bills we have already
received consideration in Commerce, Trade and Consumer
Protection Subcommittee. The two bills are consideration
today, H.R. 2221 and 1319, have been drafted in a fully
bipartisan way and 1 certainly look forward to reporting them
to the full House.

However, 1 have significant concerns about H.R. 2190,
the Mercury Pollution Reduction Act, although we now know
that that bill has been pulled. Mr. Chairman, this
legislation, 2190, bans the manufacture of chlorine used iIn
the mercury cell process within 2 years and immediately bans
the export of elemental mercury. H.R. 2190 only affects four
facilities across the country but one of them happens to be
in my hometown of Augusta, Georgia. The companies that will
be disproportionately affected by the legislation have
already unequivocally stated that if this bill is passed as
written, 1t will leave more than 1,000 good manufacturing
workers without a job. 1In Augusta, the Olin Corporation,

this will directly impact close to 200 workers, removing $9
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million In annual payroll and reduce economic impact that
generates close to $25 million in goods and services for the
local community. Mr. Chairman, at a time when our national
unemployment is close to, maybe even now beyond 10 percent,
we can"t afford to pass harmful legislation that would put
even more hardworking Americans out of work. 1 am glad that
in your wisdom, Mr. Chairman, that this bill was pulled. 1
look forward to working very closely with you and with the
author. We have a number of amendments on this side. |1 have
an amendment that 1 think would make the bill better and
hopefully we can work with you on that.

With those comments, Mr. Chairman, 1 yield back.

[The prepared statement of Mr. Gingrey follows:]
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The {Chairman.} The gentleman yields back his time.
Further recognition? Mr. Butterfield.

Mr. {Butterfield.} Thank you very much, Mr. Chairman,
for convening this hearing. Let me go on record, Mr.
Chairman, and say to you that I am definitely in support of
the two bills that are before us for consideration and 1 hope
that the chairman and the ranking member and others can work
can work with Ms. Schakowsky in trying to resolve their
concerns on her bill.

Mr. Chairman, the Rush bill provides immediate
protections to personal data. During the subcommittee
consideration, 1 offered an amendment to better protect
consumers victimized by data breaches. After working with
the chairman and staff, valuable protection has been added as
part of the Manager®s Amendment. These provisions require
that victims be provided 2 years of credit monitoring
services at absolutely no cost. While this will not undo the
initial breach, it will provide victims peace of mind as they
move forward.

I also support Ms. Bono Mack®s bill, Mr. Chairman. That
i1s the Informed Peer-to-Peer User Act in order to ensure that
users are better aware that potentially sensitive information

may be inadvertently shared and that action may be required
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551 to safeguard personal information.

552 I say good work to both of these authors and 1 look
553 forward to supporting each of these bills and 1 yield back
554 the balance of my time.

555 [The prepared statement of Mr. Butterfield follows:]
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The {Chairman.} The gentleman yields back the balance
of his time. The Chair recognizes Ms. Blackburn.

Mrs. {Blackburn.} Thank you, Mr. Chairman. 1 thank you
for this markup today and 1 am appreciative of the fact that
you have pulled the Mercury Pollution Reduction Act. We 1iIn
Tennessee do have some very serious concerns about that
legislation and we look forward to working with you on making
certain that we address those concerns in the appropriate
way -

H.R. 1319, the Informed P2P User Act, as we continue to
try to highlight ID theft and piracy and the linkage between
those two issues, how it leads to cyber crime, the markup
that we are having today of 2221 for the DATA Act and then
also for the P2P Act. We are appreciative of the good work
that has gone there looking at these as crimes, providing the
appropriate notification and awareness and continuing to
bring these i1ssues and the concerns with P2P users and also
with ID theft to our constituents. 1 thank you and 1 yield
back .

[The prepared statement of Mrs. Blackburn follows:]
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The {Chairman.} Thank you, Ms. Blackburn.

Further recognition? Ms. Schakowsky.

Ms. {Schakowsky.} Thank you, Mr. Chairman. 1 support
both pieces of legislation that are up today.

I do want to say something about the Data Accountability
and Trust Act, which I have worked on for several years now
along with many members of the committee and the bill offers
strong consumer protections which will help prevent data
breaches and inform consumers when they do happen. 1t also
includes provisions that 1 worked on to provide Americans
with additional rights when dealing with data brokers, those
companies that make their money buying and selling the
personal information of consumers. Now information brokers
are required to ensure the accuracy of their data. Consumers
will have access to the information maintained by the
companies and the right to request resolution of iInaccurate
information.

Regarding H.R. 2190, which a number of members have
referred to, the mercury bill. 1 do look forward to working
with my colleagues but 1 do also want to remind them that we
are talking about a very dangerous substance here and the
importance of acting on this cannot be overstated, so 1 look

forward to making sure that in a couple of weeks now we will
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601 be able to consider and pass that legislation.
602 Thank you, Mr. Chairman. 1 yield back.

603 [The prepared statement of Ms. Schakowsky follows:]
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The {Chairman.} Thank you, Ms. Schakowsky.

Further recognition on the Republican side? On the
Democratic side, Mr. Barrow.

Mr. {Barrow.} Thank you, Mr. Chairman. 1 am glad we
are meeting today to mark up H.R. 1319, the Informed Peer-to-
Peer User Act, which 1 cosponsored with Congresswoman Bono
Mack. This bill tackles the privacy and security risks that
come with peer-to-peer file-sharing programs. A lot of folks
who connect to these networks don"t even realize that the
most personal and private files are visible to everyone else
on the network at any time. They are posting their tax
returns, financial records and personal message on the
Internet and don"t even know 1t. 1 hope that our work on the
committee will come up with a strategy to let folks know in a
way that can understand when the iInformation on a computer is
at risk. We have truth in lending, truth in labor. 1 think
it 1s time we had truth in networking as well.

I want to thank Congresswoman Bono Mack for allowing me
to work with her on this legislation. |1 want to thank
Chairman Waxman and Ranking Member Barton for bringing these
issues to the forefront in our committee. 1 also want to
acknowledge the good work of my senior legislative assistant,

Brandon Webb, on this legislation.
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628 Thank you, and I yield back.

629 [The prepared statement of Mr. Barrow follows:]
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The {Chairman.} Thank you, Mr. Barrow. Any further
opening statements? If not, by unanimous consent all members
may have an opportunity to insert in the record an opening

statement.
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I
H.R. 2221

The {Chairman.} The Chair calls up H.R. 2221. 1 ask
the clerk to report the bill.

The {Clerk.} H.R. 2221, a bill to protect consumers by
requiring reasonable security policies and procedures to
protect computerized data containing personal information and
to provide for a nationwide notice in the event of a security
breach.

[H-R. 2221 follows:]
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The {Chairman.} Without objection, the reading of the
bill will be waived, and the Chair recognizes himself to
offer a Manager®s Amendment to H.R. 2221. The clerk will
report the amendment.

The {Clerk.} Amendment In the nature of a substitute to
H.R. 2221 offered by Mr. Waxman. Strike all after the
enacting clause and insert the following: section 1, short
title--

[The amendment follows:]
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The {Chairman.} Without objection, that amendment will
be considered as read. The Chair recognizes himself.

The bipartisan substitute amendment I am offering
incorporates the changes made at the subcommittee markup and
further strengthens the bill. This amendment is the result
of a cooperative process. Staff reached out to stakeholders
and improved an already good piece of legislation. 1 would
like to thank members and staff from both sides of the aisle
for their work on this bill. In particular, I would like to
thank Mr. Rush for his leadership and for introducing this
critical piece of legislation. 1 also would like to
acknowledge Mr. Stearns, Mr. Barton, Mr. Radanovich and Ms.
Schakowsky for working in a bipartisan fashion to move this
important legislation forward.

The bipartisan Manager®s Amendment makes a number of
changes to the bill, and I will highlight the most
significant of these. We streamlined the FTC"s ability to
conduct rulemaking concerning the destruction of paper
documents. In addition, the amendment clarifies our intent
to avoid overlapping, inconsistent or duplicative
regulations. The amendment also modifies the pipes exemption
to ensure that those entities that are serving as conduits of

information are not subject to the data security requirements
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of the Act when they are simply transmitting data.
Furthermore, the Manager®s Amendment narrows the definition
of information broker to ensure that it covers only those
entities that collect personal information in order to sell
such information to third parties and not entitles that
collect information to provide services to third parties.
The amendment makes several changes that will impact the
regulation of these entities.

Moreover, the amendment makes changes that will improve
notifications to consumers regarding data breaches.
Importantly, the Manager®s Amendment provides that In certain
circumstances consumers who have been impacted by a breach
may be offered credit monitoring which actively monitors a
consumer account for signs of misuse in lieu of quarterly
credit reports. This provision benefits consumers and
businesses alike because not all breaches are the same and
different remedies may be appropriate in different
circumstances. 1 would like to thank Mr. Butterfield for
proposing this important provision and for his leadership on
behalf of American consumers. This change will encourage
innovation and competition and will ultimately provide better
services for consumers whose Information was compromised.
Finally, the Manager"s Amendment clarifies that the bill only

applies to commercial entities subject to FTC jurisdiction.
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I urge my colleagues to support the Manager®s Amendment
in the nature of a substitute.

The Chair recognizes Mr. Barton.

Mr. {Barton.} Well, thank you, Mr. Chairman. The
minority also supports this bipartisan piece of legislation.
The base bill is identical to the bill that passed this
committee in the 109th Congress and did not get to the Floor
because of a jurisdictional dispute between this committee
and the Financial Services Committee. | am sure with your
leadership we will get over that hurdle and get the bill to
the Floor and hopefully get it to the Senate and have them
pass it.

The changes that you enumerated in the Manager-®s
Amendment we all support. There was one change that I don"t
believe you mentioned. The Manager®s Amendment does expand
the accepted methods for protection of data to include
encryption or other accepted technologies or methodologies.
This is to provide a more technology-neutral approach, and
the Manager®s Amendment also clarifies that the civil
penalties for each violation are capped at $5 million in
total rather than per each prosecution per State.

Mr. Chairman, we support the bill, we support the
Manager®s Amendment and we look forward to passing this bill

very quickly on a bipartisan basis.
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The {Chairman.} Thank you, Mr. Barton. Any member wish
to be heard on the Manager®s Amendment? Ms. Eshoo.

Ms. {Eshoo.} Thank you, Mr. Chairman, first of all for
bringing up these bills and I look forward to the work that
will continue on the one that is not being brought up today
because 1t 1s an Important one that we need to address.

On the Manager®s Amendment, first of all, 1 maintain the
same reservations that 1 have expressed consistently since
2006. 1 of course support strongly the data security
legislation and | remain committed to protecting consumers
and businesses from the harmful effects of data breaches, but
when 1t comes to the safe harbor provision that encourage
market-based incentives for the adoption of stronger security
measures, and Mr. Barton just mentioned this, 1 think the
legislation absolutely must be technology-neutral. During
our discussion and debate and taking up the bill on health
information technology, 1 also pointed this out to a section
that applied as it does in this legislation, and 1 think that
we need to really stick to being technology-neutral. Now,
some may say well, you are being picky and what is in one
word. Plenty. Plenty is in one word. The legislation as
originally written exempted data that is unreadable or

~

indecipherable but not unusable, and ~“unusable™™ is the

operative word. That one-word omission means the different
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between exclusivity using encryption technology or
encouraging other equally efficient technologies that would
serve the same purpose or even be more effective. So while
the subcommittee mark and now the Manager®s Amendment

~~

contains the word unusable®™ so my point is that that still
leaves encryption. So while I am not going to offer an
amendment on this, what 1 would like to ask you, Mr.
Chairman, is for your commitment that the report language
will state that the legislation is not intended to suggest
that encryption methods alone are capable of securing
personal information and that the FTC must consider all
technologies on an equal basis for safe harbor protection.

I think there is some confusion when the word
““encryption®® is used. 1 think people think that is it a
very broad term. It actually is very specific, and so that
i1Is why I raise this and 1 think that 1f you would--

The {Chairman.} Will the gentlelady yield?

Ms. {Eshoo.} --doing that, that it would really
straighten this area out.

The {Chairman.} 1 think you raise an important point.
We tried to address that in the language but 1 think report
language would clarify i1t even more and we would be pleased
to work with you on report language.

Ms. {Eshoo.} Thank you very much, Mr. Chairman. 1 will
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774  yield back.

775 The {Chairman.} Any further discussion on the Manager®s
776  Amendment. Yes, the gentleman is recognized.

777 Mr. {Burgess.} Mr. Chairman, 1 just wonder it 1 might
778 ask a question of counsel for clarification.

779 The {Chairman.} The gentleman i1s recognized for 5

780 minutes.

781 Mr. {Burgess.} Counsel, on page 12 of both the

782 underlying bill and the Manager®s Amendment, the phrase is
783 used " "if the broker knew or should have known that the

784 person to whom a request i1s made will obtain or attempt to
785 obtain such information in a manner described i1n subparagraph
786 A"" which is obtaining information of a false or fictitious
787 manner. 1 am just a little bit concerned about the vagueness

788 of ~"knew or should have known. Do we have any real-world
789 applications? Are there other areas in other bills where
790 this has proven to be useful, use of phraseology or is it
791 something that we should perhaps look to tighten up as this
792 moves through the process?

793 {Counsel.} 1 am just taking a very close look at the
794  language.

795 Mr. {Burgess.} Well, Mr. Chairman, in the interest of

796 time--

797 {Counsel .} 1 am sorry, sir.
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Mr. {Burgess.} |If this is something we could look at as
this thing moves forward in the process, | just want to make
sure we are as precise as possible and we all know when these
things get to the various federal agencies and the rules are
written, sometimes things can look different when they come
back to us. So I would just like to have some degree of
certainty on this as we move forward.

The {Chairman.} If the gentleman would yield, 1 think
you raised an important point and let us continue to look at
it. | think other statutes have used that language but 1
think your point is that we don®"t want 1t to be too vague and
so let us review 1t as we move forward.

Mr. {Burgess.} 1 will yield back. Thank you, Mr.
Chairman.

The {Chairman.} 1Is there further discussion of the
Manager®s Amendment? If not, the vote now comes on the

Manager®s Amendment. All in favor say " aye. Opposed,

~~ - w

no. The Manager®s Amendment i1s adopted.

The motion now comes to us to order reported H.R. 2221

as amended with the usual instructions. All in favor say

~~ - w

aye.

Opposed, ~ no. The ayes have it. The ayes have

it and the motion iIs agreed to.
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I
H.R. 1319

The {Chairman.} The chair now calls up H.R. 1319, the
Informed P2P User Act. The clerk will report the bill.

The {Clerk.} H.R. 1319, a bill to prevent the
inadvertent disclosure of information on a computer through
the use of certain peer-to-peer file-sharing software without
first providing notice and obtaining consent from the owner
or authorized user of the computer.
or other purposes.

[H-R. 1319 follows:]
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The {Chairman.} Without objection, the bill will be
considered as read.

The Chair recognizes himself to offer a Manager-"s
Amendment. The clerk will report the Manager®s Amendment.

The {Clerk.} Amendment In the nature of a substitute to
H.R. 1319 offered by Mr. Waxman. Strike all after--

[The amendment follows:]
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The {Chairman.} Without objection, the amendment will
be considered as read.

The bipartisan Manager®s Amendment I am offering to H.R.
1319 i1s the result of a cooperative process. Staff reached
out to stakeholders and improved this important legislation
by addressing several concerns. |1 would like to thank
Representatives Bono Mack, Barrow and Barton for their
leadership iIn raising awareness about the risks of file-
sharing software and for introducing this legislation. 1
would also like to acknowledge the efforts of Chairman Rush
and Ranking Member Radanovich.

File-sharing software enables users to share files over
the Internet by accessing each other®s computer hard drives.
Lawful applications of file-sharing technology provide
enormous benefits to business, academia and individuals.
However, the use of certain file-sharing software presents
significant risk for consumers through the inadvertent
sharing of sensitive files. Inadvertent file sharing has led
to countless sensitive documents being disclosed including
Social Security numbers, tax returns, health records and even
classiftied government documents. Inadvertent file sharing is
not a new problem, and despite calls from Congress for the

file-sharing industry to clean up i1ts act, the problem
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persists. The purpose of this bill is to reduce inadvertent
disclosures of sensitive information by making users of file-
sharing programs more aware of the risks involved. In short,
this bill i1s about notice and consent. The bill does not
prohibit the use or distribution of file-sharing programs but
requires that if such programs are distributed they provide
the user with clear and conspicuous notice that such programs
will allow files to be shared. The program must then obtain
the informed consent of the user for the installation.

Notice must again be provided before the initial activation
of the file-sharing function of the program. The bill would
be enforced by the FTC and violations are subject to civil
penalties.

In response to concerns that the bill as introduced was
overbroad, the Manager®s Amendment narrows the definition of
a covered fTile-sharing program to avoid sweeping iIn
legitimate technologies that are unrelated to the problem of
inadvertent file sharing. The amendment also adds a new
definition for covered entity that limits liability under the
bill. Additionally, the Manager®s Amendment provides the FTC
with the discretionary rulemaking authority and clarifies
that the bill does not apply to the Federal Government. |1
urge my colleagues to support the Manager®s Amendment in the

nature of a substitute.
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I wish to recognize Mr. Barton.

Mr. {Barton.} Thank you, Mr. Chairman. I am not going
to take long because I want Congresswoman Bono Mack to have
the ability to really go into the bill in depth iIf she wishes
to do so. Suffice it to say that this i1s a good piece of
work. I want to commend you and Mr. Rush for bringing i1t to
the committee. 1 also want to thank Congressman Barrow of
Georgia for his co-authorship with Mrs. Bono Mack and of
course 1 thank Mary for all that she has done on this for the
number of years that she has worked on it.

I think this i1s a good bill. 1 think i1t needs to be
passed. This P2P software i1s benign if used properly but i1t
can be very dangerous if used improperly. So with that, Mr.
Chairman, 1 support the bill and 1 support the Manager-®s
substitute and would yield back.

The {Chairman.} Who seeks recognition on the Manager-s
Amendment?

Mr. {Rush.} Mr. Chairman.

The {Chairman.} Mr. Rush.

Mr. {Rush.} Mr. Chairman, I want to also commend you
and Ranking Member Barton, Ms. Bono Mack and Mr. Barrow for
the outstanding work on this bill.

Mr. Chairman, | will be quite brief. | just want to say

that normally we would prefer to examine the markup In the
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subcommittee before advancing it to the full committee but in
this instance, Mr. Chairman, both parties consented to bypass
the subcommittee markup and to work diligently on a
bipartisan basis, and you have already outlined the bill and
how important this bill is. With that, Mr. Chairman, 1 yield
back the balance of my time.

The {Chairman.} Thank you, Mr. Rush.

Further recognition? Mr. Doyle.

Mr. {Doyle.} Mr. Chairman, 1 would like to engage iIn a
colloquy with you.

The {Chairman.} The gentleman iIs recognized.

Mr. {Doyle.} Thank you, Mr. Chairman. 1 agree with the
intent of the proposed legislation. Consumers should be
aware of what they are doing with their computers, especially
when 1t might clearly risk this privacy, and 1 want to
acknowledge the efforts of you and Mr. Barton, Mr. Barrow and
Ms. Bono Mack and the committee staff to respond to the
concerns of stakeholders that H.R. 1319 is overbroad and
sweeps in legitimate technologies unrelated to the problems
this bill seeks to address.

I am concerned that despite these efforts, the bill
still needs some additional tweaking. || am worried that an
overbroad definition of file-sharing programs could result iIn

overnotification to consumers and cause consumers to Ignore
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notices because they appear so frequently. It is my hope
that as we move the bill to the Floor, the definition of
covered file-sharing program can be reviewed to determine if
it should be narrowed further.

The {Chairman.} |If the gentleman would yield, 1 thank
you for your comments on H.R. 1319 and | understand and
appreciate your concerns. Since the legislative hearing on
H.R. 1319, staffs from both sides of the aisle have been
working in a fully bipartisan fashion with stakeholders to
narrow the scope and breadth of the bill. Our staff has made
tremendous progress on this front. The extensive changes in
the Manager®s Amendment are evidence of this progress and the
committee®s attempt to accommodate stakeholders®™ concerns.
There i1s no policy disagreement here. We do not want to
sweep In technologies that are unrelated to the problem.
This bill is iIntended to address the inadvertent sharing of
files. To the extent that the definition of covered file-
sharing program may continue to be overbroad and capture
legitimate technologies, we want to work with you to address
that concern. | personally look forward to working with the
gentleman from Pennsylvania on H.R. 1319 as we move forward.

Mr. {Doyle.} Thank you, Mr. Chairman.

The {Chairman.} Further discussion of the Manager-®s

Amendment. If not, let us proceed to a vote on the Manager®s
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Amendment in the nature of a substitute. All those in favor

say aye. Opposed, ~ no. The ayes have it and the
amendment is agreed to.

The vote now comes on reporting H.R. 1319 as amended.

Mr. {Barton.} Mr. Chairman.

The {Chairman.} Yes, Mr. Barton.

Mr. {Barton.} 1 don"t think there are amendments, but
we should give members an opportunity to offer amendments--

The {Chairman.} The gentleman is correct.

Mr. {Barton.} --before we go to final passage.

The {Chairman.} The gentleman is correct. The chair
did not know of any amendments, but the gentleman i1s right iIn
suggesting that this is an opportunity for member should they
have any to offer those amendments to this legislation. Are
there further amendments to H.R. 1319? Good thing there
aren"t because we just adopted the substitute. That means we
can move forward to report H.R. 1319 as amended with the

usual instructions. All in favor of that motion say ~ aye.

Opposed, " no. The ayes have it and the bill is agreed
to.
That concludes our markup for today.

[Whereupon, at 11:00 a.m., the Committee was adjourned.]





