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1.0 Purpose:

The United States Government has identified companies, persons and countries with whom U.S. corporations
(and it interational subsidiaries) are prohibited from doing business (finalizing a financial transaction). Failure
to comply with this procedure may jeopardize PerkinEimer’s privileges to export and result in harsh penalties.

Each site is responsible for screening its new customers in order to determine whether they are listed on the
DENIED / RESTRICTED PARTIES LIST (DPL).
2.0  Associated Documents

Export Management System

3.0  Responsibility

The Customer Service Department of each PerkinElmer site will be responsible for screening customers to
determine whether the company and its officials are on the Denied Parties List.

The customer service representative is responsible for checking the names of each customer and the -
company’s officials, against the "Denied Persons” Lists and the Unverified List, fumished and maintained by
the International Trade Compliance Department. -If a company, supplier, and / or an official's name appears to
be:a match against a name on any of the “Denial Persons” Lists, or, if the company, supplier and it’s officials,
are from an embargoed country they are to deny the order and avoid the transaction.

o Attachment A: Screenlng Instructions -

The customer service representative is also required to screen customers and identify Red Flags as they
occur, per the following guidance:

* Attachment B: Know Your Customer Guidance
¢ Attachment C: Red Flag Indicators (Things-to Look for in Export Transactuons)
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Attachment A

Screening Instructions

http :/Iwww.mkdeniai.coml

Go to this site and enter your username and password.

The account numbers (Usernames) are as follows:

Fremont .
Santa Clara

Covina

Mlamisburg

Montreal

Salem

and the Password is: perkin

Enter the name of the individual or customer here and hit "search”
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For example, Ron& Azad is on the Specially Designated Global Terrorists (SDGT) and this will be shown in the
search resuits (see below). You will also see any similar finds that have resulted in the software’s “fuzzy
search” capability. Check these as well to see if they might be related.

To determine which list the individual falls under, just hit the “I" button here _
\ =l2lx
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Searched for name any word matches rony azad at 10:05 AM on 23-Dac-2004
matches 1 - 6 out of 6 matches

sizr AZAD, RONY pie'd sdgt
sies BIN AHAD, RONY AZAD XX sdgt
vizz BIN AHMAD, RONY AZAD XX sdst
iz BIN AMAD, RONY AZAD XX sdgt
vizz FAVARONY URREA, PEDRO P. co sdnt

vizie RARAZADA, MAULAVI RAHAMATULLAH . XX . uns

This will display, among other things, a list of acronyms. Please keep in mind that not all hits are a show
stopper. For example, if Fremont wants to sell to an individual that has a 'hit’ for “jpc” (Japanese Proliferation
Concerns) this will not stop our transaction. However, if we had a Japanese subsidiary; they would not be able
to make this transaction. The same is true for the UK list. If a hit does occur, the transaction should be
stopped and the slte ITC Advocate should be notified immediately.

- The software is capable of refrieving reports for all checks made by each site in addition to a library of
regulatory information, newsletters, etc. Periodic bulk screens are performed on a regular basis; however,
documentation of those audits are deleted after thirty (30) days if no hits occur. Periodic audit repoits will be
run to ensure the procedure is being followed.
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Attachment B

Know Your Customer Guidance
hitp://www.bis.doc.gov/enforcement/knowcust.htm

Certain provisions in the Export Administration Regulations (EAR) require an exporter to submit an individual valldated license application if the
exporter "knows" that an export that is otherwise exempt from the validated licensing requirements is for end-uses involving nuclear, chemical,
and biological weapons (CBW), or related missile delivery systems, in named destinations listed in the regulations.

BIS has lt;?ued the following guldance on how Individuals and firms should act under this knowledge standard. This guidance does not change
or fevise the EAR.

Declde whether there are “red flags."

Take into account any abnormal circumstances in a fransaction that indicate that the export may be destined for an inappropriate end-
use, end-user, or destination. Such clrcumstances are referred to as "red flags.” Included among examples of red flags are orders for
items which are inconsistent with the needs of the purchaser, a customer’s declining Installation and testing when included In the
sales price or when normally requested, or requests for equipment configurations which are incompatible with the stated destinafion
(e.g.--120 voits in a country with a standard of 220 volts). Commerce has developed lists of such "red flags” which are not allclusive
bElxRare intended to illustrate the types of circumstances that should cause reasonable suspicion that a transaction will viotate the

If there are “red flags.”

If there are no "red flags™ In the information that comes to your firm, you should be able to proceed with a fransaction in rellance on
Information you have received. That s, absent “red flags” (or an express requirement in the EAR), there is no affirmative duty upon

to inquire, verify, or otherwise “"go behind” the customer's representations. However, when "red flags” are rajsed in the
information that comes to your firm, you have a duly to check out the suspicious circumstances and lnquire about the end-use, end-
user, or ultimate country of destination.

The duty to check out"red flags” Is not confined to the use of general licenses affected by the 'know" or "reason to know" language in

the EAR, Applicants for validated licenses are required by the EAR to obtain documentary evidence concerning the transaction, and

mlsrepresentatlon or concealment of material facts is prohibited, both in the licensing process and in all export conirol documents.

I:r‘il can rely:Upon representations from your customer and repeat them in the documents you file uniess "red flags” oblige you to take
ficafion steps.

Do not seif-blind.

Do not cut off the.flow of information that comes to your firm in the normal course of business. For example, do not instiuct the sales
force to tell polential customers to refrain from discussing the actual end-use, end-user and ultimate country of destination for the
product your firm Is seeking fo sell. Do not put on biinders that prevent the learning of relevant informafion. An affirmative policy of
steps to avoid "bad” information would not insulate a company from liability, and i would usually be considered an aggravating factor
In an enforcement proceeding.

Employees need 1o know how to handle "red flags.” Knowledge possessed by an employee of a company can be imputed to a fitm so
as to make it llable for a violation. This makes it important for firms to establish clear policles and effective compliance procedures to
ensure that such knowledge about transactions can be evaluated by responsible ssnior officlals. Fallure to do 56 could be’ regarded as
a form of séif-blinding.

Reevaluate all the informatlon after the inquiry
The purpose of this inquiry and reavaluation is 1o determine whether the "red flags” can be explained or justified. i they can, you may

proceed with the transaction. If the "red fiags” cannot be explained or justified and you proceed, you run the risk of having had
“knowledge" that would make your action a violation of the EAR.
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5. Refrain from the transaction, disclose the Information to BIS and wait.
[See howto : i

If you continue to have reason for concem afler your inquiry, then you should either refrain from the transaction or submit all the
relevant information to BIS in the form of an appﬁwﬂonhravaﬂdated license or in such other form as BIS may spacify.

Industry has an Important role to play in preventing exports and reexporis contrary fo the national security and foreign policy interests of the
United States. BIS will continue to work in partnership with industry to make this front line of defense effective, while minimizing the regulatory
burden on exporters. If you have any question about whether you have encountered a “red flag,’ you may contact BIS’s Office of Export :
Enforcement or use this form to submit a confidential tip.

[Please note that use of the form will not generate any return e- mail to you so that the information you submit will remain confidential.}
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Attachment C

Red Flag Indicators
http://www.bis.doc.gov/enforcement/redflags.htm

Things to Look for in Export Transactions

Use this as a check list to discover possible violations of the Export Administration Regulations. You may also wish to visit our page that
provides "Know Your Customer Guidance®.

"o The customer or its address is simllar to one of the parties found on the Commerce Depamnent's [BIS's] list of denied
. persons, .
.-

* The customer or purchasing agent is reluctant to offer information about the end-use of the item.

*  The product's capabilities do not fit the buyer's fine of buslness, such as an order for sophis!icated computers for a small
- bakery. :

e The item ordered s incompatible with the technical level of the country to which it is belng shipped, such as semuconductor
manufacturing equipment being shipped to a country that has no electronics industry,

e The customer Is willing to pay cash for a very expensive item when the terms of sale wouid normally call for financing.
e The customer has littie or no business background. .
e The customer Is unfamiliar with the product’s performance characteristics but still wants the product.
+ Routine installation, fraining, or maintenance services are declined by the cusbomer.‘
»  Delivery dates are vagus, or deliveries are planned for out of the way destinations.
. » - A freight forwarding fim Is listed as the product's final destination. '
e The shlpping route is abnorm‘al for the product and destination.
e Packaging Is inconsistent wxh the sfated mathod of shipment or destination.

e  When questioned, the buyer is evaslve and especially unclear about whether the purchased pmduct Is for domesﬁc use, for
export, or for reexport.

If you have reason to belleve a violation is taking place or has occurred, you may report it to the DepartmentofCommeroe by calling its
24 hour hot line number: 1 (800) 424-2980. Or, if you prefer, please use our form to submit a confidential Up.,
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